Abstract-In this research work, we investigate the secrecy rate and optimal power allocation schemes for a half-duplex (HD) wire-tap Rayleigh fading channel in which a source wishes to communicate securely to a destination in the presence of an eavesdropper and under the aid of an amplify-and-forward (AF) relay. The secrecy capacity and the corresponding optimal power allocation schemes are examined under both individual and joint power constraints. Due to the absence of an insightful expression of the secrecy rate for a given power allocation scheme, determining such secrecy capacity is challenging. To overcome this issue, we first propose a novel method to calculate the expectation of an exponentially distributed random variable using the exponential integral function. By exploiting this calculation, we then establish the average secrecy rate of the considered AF relay channel in closed-form. By examining the quasi-concavity of the optimal power allocation problem, it is then concluded that the problem is quasi-concave. As such, the globally optimal solution exists and is unique for both individual and joint power constraints. A simple root finding method then can be applied into the derived close-formed formula to approximately calculate the optimal power allocation scheme to achieve the secrecy capacity. Numerical results are then provided to confirm the accuracy of the derived formula and the optimality of the proposed power allocation.
Introduction
Relaying techniques, in which a relay node assists a source node to communicate to a destination node, have received considerable attention from both industry and academia. The deployment of relays has been shown to increase the range and reliability of wireless networks in a cost-effective manner (see for example [2] - [5] and reference within). In general, relaying strategies can be categorized as decode-and-forward (DF), compress-andforward (CF) and amplify-and-forward (AF) of which the AF scheme is the simplest to implement since the relay only needs to scale and retransmit the received signal. Among different AF schemes, the dual-hop AF system without direct link from the source to destination has attracted considerable efforts in the literature [6] - [9] .
Due to the broadcast nature of the wireless channel, it is also important to transmit information in a confidential manner in the presence of eavesdroppers. In this context, physical layer (PHY) security metrics based on information theory such as secrecy rate and secrecy capacity of which the theoretical foundation were laid by Wyner in [10] have been gaining increasing research attention. In wireless PHY security, the key idea is to exploit the characteristics of wireless channels such as fading to provide confidentiality. Different from traditional cryptographic methods, no computational constraints are placed on the eavesdroppers.
Recently, relaying has also been shown to be a very attractive solution to enhance the secrecy rate of wireless networks under the context of PHY security [11] - [23] . For instance, as in cooperative relay communications, relay nodes can be deployed to retransmit an amplified version of the signal received from the source with a suitable power amplification coefficient in AF mode [20] . The trusted relay can also transmit a weighted version of the decoded signal in DF mode, or forward a compressed copy of the received signal in CF mode. These trusted relays can also be used to steer the information vector away from the eavesdropper and in the direction of the intended destination through distributed beamforming [14] , [15] , [18] , [19] . Alternatively, relays can also be used as jammers to degrade the signal-to-noise ratio (SNR) at the eavesdropper without degrading the SNR at the destination [11] - [17] , [23] .
The benefits offered by cooperative relaying to enhance the security at the physical layer of wireless networks are significant. However, while quite a few advancements have been made recently in this emerging area, analyzing and optimizing secrecy rate in a wireless relay network still poses many challenges. In particular, the presence of fading and various relaying strategies makes it difficult to calculate the secrecy rate in an effective manner. To our knowledge, such calculation usually relies on lengthy Monte Carlo simulations. In addition, the lack of an insightful expression for the average secrecy rate over fading channels makes the power optimization problem much more challenging.
Motivated by the above observations, in this paper, we study the secrecy rate and optimal power allocation schemes of a relay wire-tap Rayleigh fading channel in which a source wishes to communicate securely to a destination in the presence of an eavesdropper and under the aid of an AF relay (the same problem in which the relay R utilizes decode-and-forward (DF) instead of AF relaying technique has also been investigated in our separate research works). The secrecy capacity and the corresponding optimal power allocation schemes are examined under both individual and joint power constraints. To this end, we first propose a novel method to calculate the expectation of an exponentially distributed random variable using the exponential integral function. Using this result, the average secrecy rate of the considered AF relay channel is then established in closed-form for a given power allocation scheme. As such, the secrecy rate can be calculated without the need of time-consuming Monte Carlo simulations. Based on results of our previous works [20] , we observe that the related optimization problems are quasi-concave [24] . Therefore, there exists a unique optimal solution. As a result, we can apply a simple bisection method for root finding and obtain the optimal power allocation schemes to achieve the secrecy capacity. Our numerical results also indicate that full power allocation at the relay is needed only when the power at the relay is sufficiently small compared to the power at the source.
The remainder of the paper is organized as follows. Section 2 introduces the considered AF relay channel. In Section 3, we detail a method to establish the average secrecy rate in closed-form. Optimal power allocation is presented in Section 4, and Section 5 describes simulation results. Finally, Section 6 concludes the paper.
System Model
As shown in Fig. 1 , the considered AF relay system consists of four single-antenna nodes: a source node S, a relay node R, a destination node D, and an eavesdropper node E. The transmission is carried out in frames composed of two consecutive unit-time phases as follows. In the first phase of a given frame i, S transmits the signal x i to the relay R. The signal received at R then can be written as
where P s is a constant related to the power transmitted by S in the first phase that will be explained shortly; h
is the S-R complex channel gain at frame i; and n r,i is the zero-mean circularly Gaussian noise at R, denoted as n r,i ∼ CN (0, N r ). In the second phase of frame i, R amplifies and forwards the symbol received during the first phase to D using an amplification coefficient b. Thus, the signal transmitted by R at the frame i is given by t i = br i . Then, the signal received at D and overheard at E in the second phase can be written respectively as (1) where P r is the constant related to the power transmitted by R in the second phase; h In this paper, we assume that D and E has full knowledge of channel gains h = [h
3 ] which change independently from frame to frame. This assumption holds true for many practical systems where the eavesdropper is a lower-level user belonging to the legitimate network, and therefore has restricted access to confidential information [15] . Thus, its channels can still be measured if it is an active user. Furthermore, the channel gains are assumed to be independent zeromean complex circular Gaussian with arbitrary variances as h
, which result in a general non-symmetric relaying channel. Also, without loss of generality, it is assumed that the noise variances at all nodes are the same, i.e.,
When the relay R has instantaneous knowledge of the S −R link, the CI technique can be used and the variable gain amplification coefficient is given as
Assuming Gaussian codebooks at S, the achievable rate at D and E can now be written (in b/s/Hz) from (1), b and V as
where γ 1 = |h
where [x] + = max{0, x} and E h denotes the expectation over fading gains of S-R, R-D, and R-E channels.
The objective of this paper is to obtain optimal power allocations q 1 = q 1 on S and q 2 = q 2 on R to maximize that secrecy rate under both individual and global power constraints. In the individual constraints scenario, we assume that q 1 ≤ q s and q 2 ≤ q r so that the power constraints at S and R are q s P s and q r P r . In the global constraints scenario, we assume P s = P r = P t and q 1 + q 2 ≤ q t . The global power is then constrained to q t P t . The secrecy capacity can be obtained by solving the following optimization problem:
For the individual power constraint, we have q 1 ≤ q s , q 2 ≤ q r . On the other hand, in the case of joint power constraint,
As demonstrated in [20] , when we have a slow fading channel or a static channel, the optimization problem in (4) is quasi-concave. While we do not have a rigorous proof for the case of fading channels, our extensive numerical experiments indicate that this result also holds true for the considered case of fast fading channels. As a result, a globally optimal power allocation solution exists, which results in the secrecy capacity. In the following, we first propose a novel method to first establish the average secrecy rate in (3) for a given power allocation scheme in closed-form. Our main idea is to calculate the expectation of an exponentially distributed random variable using the exponential integral function. Then a simple bisection method shall be considered to find the optimal power allocation and the corresponding secrecy capacity.
Closed-Form Secrecy Rate
As can be seen from (3), it is not an easy task to obtain R s in closed-form. Due to the presence of fading, the secrecy rate involves a triple-integral and numerically calculating it with high accuracy is very cumbersome. As an alternative, in the following, we demonstrate that a closed-form expression of the secrecy rate can be established. To this end, we first express R s in (3) as
(6) Therefore, from (3), the secrecy rate can be factored as
To further examine the expectations in (7), we first have the following lemma with regards to the exponential integral.
Lemma 1.
Let ω 1 and ω 2 be independent exponentially distributed random variables with means φ 1 and φ 2 , respectively. Define
where E 1 (.) is the exponential integral
and γ is the Euler constant. Then, for a 0 > 0, one has [26] for unequal average SNRs (φ 1 = φ 2 ). (7) can be obtained as following:
It can be seen that the above secrecy rate is in closedform and simple to approximate since it involves only the exponential integral. In the next section, we find the optimal value q 1 and q 2 to maximize this rate under individual and joint power constraints.
Optimal Power Allocation and Secrecy Capacity
Given the closed-form expression of the secrecy rate in (4), the objective of this section is to find the optimal power allocation scheme and establish the secrecy capacity. To this end, we re-write the optimization problem in (4) as follows:
where f (q 1 , q 2 ) is established in (9) . Note that when γ 2 < γ 3 , the positive secrecy rate is not achievable. If this is the case, the relay-eavesdropper channel is better than relay-destination channel and physical layer security cannot be utilized. Thus, to achieve positive secrecy rate, we first need to assume that γ 2 > γ 3 .
With the condition that γ 2 > γ 3 , we first evaluate the rate R s = f (q 1 , q 2 ) as a function of q 1 . When the channel either varies slowly or remains constant, it has been shown in [20] that:
where g(q 1 , q 2 ) is given in (6) . Therefore, the function g(q 1 , q 2 ) is an increasing function of q 1 . As a result, from (5) and using the fact that the logarithm function is an increasing function, we can conclude that the secrecy rate R s in (5) is also an increasing function of q 1 for a set of fixed channel gains. Since the average secrecy rate in the case of fading channels is averaged over these instantaneous rates, it can then be verified that the average secrecy rate R s = f (q 1 , q 2 ) calculated in (7) is also an increasing function of q 1 . Now, consider the rate R s = f (q 1 , q 2 ) as a function of q 2 . For the fixed channels, it has been shown in [20] that the first derivative of g(q 1 , q 2 ) can be expressed as:
has at most one root when q 1 is a constant, or g(q 1 , q 2 ) is an quasi-concave function of q 2 . However, a similar conclusion cannot be made for the case of fading channels. It is because the summation of quasi-concave functions is not necessarily quasi-concave. Therefore, for this case, we need to examine the property of the average secrecy rate versus q 2 via the analysis of f (q 1 , q 2 ) in (9). Unfortunately, while we already have (9) in closed-form, it is still not feasible to analytically show the quasi-concavity of f (q 1 , q 2 ). However, via extensive simulation results, we have observed that the quasi-concavity of the secrecy rate in the case of static channels still holds true for the considered case of fading channels, e.g. the function f (q 1 , q 2 ) in (9) is an quasi-concave function of q 2 . Having this, in the following, we find the optimal values of q 1 and q 2 that maximize f (q 1 , q 2 ) for both cases of individual constrains and global constrains. Now, let start with the individual constraint first. Because f (q 1 , q 2 ) is an increasing function of q 1 , the optimal power allocation at S is q 1 = q s . Furthermore, because f (q 1 , q 2 ) is a quasi-concave function of q 2 , the optimal value of q 2 is unique and can be obtained by finding the station point of f (q s , q 2 ). This point can be easily obtained by taking the first order derivative of f (q s , q 2 ) along q 2 , then applying bisection method to find the root q * 2 of ∂ ∂q2 f (q s , q 2 ). With the closed-form formula for f (q 1 , q 2 ) from (9) and given the fact that
In the case of the joint power constraint, we need to find the optimal power allocation scheme under q 1 + q 2 ≤ q t . Since f (q 1 , q 2 ) is an increasing function of q 1 , the power constraint must be met with equality. Moreover, we know that f (q 1 , q 2 ) is quasi-concave with respect to both q 1 and q 2 (i.e., it is increasing in q 1 and quasi-concave in q 2 ). As a result, f (q 1 , q 2 ) must also be quasi-concave along any convex subset of the feasible region. This includes the line q 1 + q 2 = q t , i.e., the joint constraint scenario. The optimal solution can then be obtained by finding the optimal value q 1 that maximizes f (q 1 , q t − q 1 ). Furthermore, the optimal value of q 2 is q 2 = q t − q 1 . Given that f (q 1 , q 2 ) is quasi-concave, the optimal power allocation q = [q 1 , q 2 ] = [q 1 , q t − q 1 ] is unique, and q 1 can be easily found by performing bisection on ∂ ∂q1 f (q 1 , q t − q 1 ).
Illustrative Results
In this section, we first provides numerical results to verify the accuracy of the closed-form formula derived in Section 3. The optimality of the power allocation scheme under both individual and joint constraints proposed in Section 4 are then confirmed.
Closed-Form Secrecy Rate
In this sub-section, besides the closed-form expression of the secrecy rate in (9), we also use Monte Carlo simulations as a benchmark to calculate the secrecy rate averaged over all instances of channel gains. The Monte Carlo simulations are carried out as follows. For given channel gains h i = h
with respective variances Φ = [φ 1 , φ 2 , φ 3 ], the magnitude squares |h
2 are simulated by exponentially distributed random variables with mean φ j , (j ∈ {1, 2, 3}). The secrecy rate is then calculated for each instance of h i by 1/2 × log [g (h i )] where g (h i ) can be obtained from (6) . The final outcome of the Monte Carlo simulations is the average over all instances of secrecy rates calculated above. Unless otherwise stated, in all results, it is assumed that the noise variance N 0 = 1. We also assume that P s = P r = P and q 1 = q 2 = 1. In addition, the secrecy rate curve is drawn versus the signal-to-noise ratio SNR = P/N 0 . We shall consider different values of φ 1 , φ 2 and φ 3 of the fading channels that correspond to four different cases given in the secrecy rate formula in (9) .
We first consider a trivial scenario where we assume that φ 1 = φ 2 = φ 3 = 1. As a result, q 1 γ 1 = q 2 γ 2 = q 3 γ 3 . It is not difficult to verify from (9) that in this case, the secrecy rate is equal to zero. This result matches very well with the Monte Carlo simulation results, as can be seen from Fig. 2 . Fig. 3, Fig. 4, Fig. 5 show the secrecy rates' behaviours in the following three cases: i) (q 1 γ 1 = q 2 γ 2 and q 1 γ 1 = q 2 γ 3 with φ 1 = 1, φ 2 = 3 and φ 3 = 2); ii) (q 1 γ 1 = q 2 γ 2 and q 1 γ 1 = q 2 γ 3 with φ 1 = φ 3 = 1 and φ 2 = 2); and iii) (q 1 γ 1 = q 2 γ 2 and q 1 γ 1 = q 2 γ 3 with φ 1 = φ 2 = 2 and φ 3 = 1), respectively. In these three cases, the randomization of the fading channels can be exploited to provide a positive secrecy rate as observed from Fig. 3, Fig. 4, and Fig. 5 . Also, in all three cases, it can be seen that the secrecy rates obtained from Monte Carlo simulation almost coincide with the rates obtained by the proposed calculation using the expression in (9) . This confirms the accuracy of the proposed method.
Optimal Power Allocation
This sub-section present numerical results to verify the optimal power allocation scheme proposed in Section 4. Unless otherwise stated, we use the formula in (9) with the following parameters φ 1 = 2, φ 2 = 2.5, φ 3 = 1, and q s = q r = q t = 1 to numerically find the optimal power allocation for the system and plot the average secrecy rate with different power allocation schemes. Besides the optimal allocations derived in Section 4, we also consider the full power allocation scheme with (q 1 = q s , q 2 = q r ) under the individual constraints and the uniform power allocation scheme with (q 1 = q 2 = q t /2) under the joint power constraint.
Individual Power Constraints
First, under the individual power constraints, Fig. 6 shows the secrecy rates versus P s /N 0 for the proposed optimal scheme and the full power allocation scheme when P r /N 0 is fixed at 5dB. Observe from Fig. 6 that the secrecy rates achieved by using full and optimal power allocation schemes look very similar and they approach 0.4612. This means that full power allocation is asymptotically optimal under this scenario. Also, to further verify the accuracy of our proposed solution, we run exhaustive search to find the optimal value of q 2 within the range of [0, q r ] for this case. The result ob- served in Fig. 6 shows that the optimal power allocation scheme obtained by exhaustive search closely match to one obtained by proposed scheme. This confirms the correctness of our solution. Fig. 7 shows the secrecy rates using the same power allocation schemes but the rates are drawn versus P r /N 0 and P s /N 0 is set at 5dB. Observe that in this case, secrecy rates mostly remains constant (around 0.1989) when the optimal power allocation is applied. On the other hand, when full-power allocation is used, the secrecy capacity asymptotically approaches zero. Therefore, in this case, the proposed power allocation scheme outperforms the full power allocation scheme. Fig. 8 shows the secrecy rates when P s /N 0 = P r /N 0 = P/N 0 are large. It can be seen from Fig. 8 that in this case, with full power allocation, the secrecy rates approaches C s → 0.3558. This rate is therefore significantlly smaller than the rate attained by the optimal power allocation scheme, which asymptotically approaches C s,FD → 0.6209.
From the above three cases, it is interesting to see that the full power allocation is only optimal when the power at the relay is sufficiently small compared to the power at the source. When power at relay are large, the use of full power at the relay is suboptimal regardless of the power allocation at the source.
Joint Power Constraint
Finally, the case under joint power constraints is illustrated in Fig. 9 where the secrecy rates are plotted against P t /N 0 for the system using the solution proposed in Section 4 and the uniform power allocation scheme. Observe that the optimal power allocation approaches C s → 0.6208. By using the uniform power allocation scheme, the secrecy rates approaches C s → 0.3555. The result confirms the optimality of the proposed power allocation solution under joint power constraints.
Conclusion
This paper has addressed the secrecy capacity and respective optimal power allocation scheme for a HD AF relay wire-tap channel in Rayleigh fading. A closedform formula of the secrecy rate fora given power allocation scheme was first derived by calculating the expectation of an exponentially distributed random variable using the exponential integral function. The optimal power allocations under both individual and joint power constraints were then calculated by performing the bisection method on the closed-form formula. Numerical results were then presented to verify the accuracy of the derived formula and confirm the optimality of the proposed power allocation solutions. It was then demonstrated that full power allocation at the relay is only optimal when the power at the relay is sufficiently small compared to the power at the source. In other cases, full power allocation is suboptimal.
